NudopmanuoHHasi 0€301ACHOCTD

IHAMSATKA
JIJIS1 OBYYAIOIIMUXCSI Ob HH®OPMAIIMOHHOM BE3OITACHOCTH
NETEN

HEJIB3A

1. Bcem mompsim cooOmaTh CBOIO YacTHYH HH(OpMaInio (HACTOSIIAE WMS,
damunmuio, tenedoH, aapec, HOMEp MIKOJNBI, a Takxke ¢oTorpaduu CBOH, CBOECH
CEMBbU U JIpy3€ei);

2. OTKpbIBaTh BJIOXKEHHBbIE (hDalbl DJIEKTPOHHOM MOYTHI, KOTJa HE 3HAaellb
OTHPABUTEIIS;

3. I'pyOuts, mpuauparbcs, OKa3bIBaTh JaBJICHUE - BECTH Ce€0sl HEBEXIWBO U
arpecCUBHO;

4. He pacnopsikaiicst 1eHbraMu TBOEH ceMbU 0€3 pa3pelIeHHs] CTapIIMX - BCEr/a
CITpallINBal POAUTEIIEH;

5. He Bcrpeuaiics ¢ ITHTepHET-3HAKOMBIMU B PEAJIbHOM JKU3HU - IIOCOBETYMCS CO
B3POCIIBIM, KOTOPOMY JTOBEPSCILIb.

OCTOPO/KHO

1. He Bce numryt npapay. Uutaems o cebe Henpasay B MuTepHeTe - coobmm 00
HTOM CBOMM POAMUTENSAM WJIM ONIEKYHAM;

2. IlpurnamaroT nepenuchiBaThCsl, UrpaTb, OOMEHUBATHCS - MPOBEPbH, HET JIU
IIOBOXA;

3. Hezakonnoe xonupoBanue (aiisioB B UHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIbIM O IIpo0OJieMax B CETH - OHU BCErJa IOMOTYT;

5. Ucnonb3yit HacTpoKu O€30MaCHOCTH M MPUBATHOCTHU, YTOOBI HE IOTEPATH CBOU
AKKayHThI B COIICETAX U APYTUX MOpTAIAX.
MO/KHO

1. YBaxaii qpyrux noJib30BaTeleu;

2. Ilonb3yenibess UHTEpHET-UCTOUHUKOM - JI€JIail CChUIKY HA HETO;

3. OTKpBIBal TOJBKO T€ CCBUIKU, B KOTOPBIX YBEPEH;

4. OOmarbest 32 MOMOILBIO B3POCHBIM - POJMUTENH, OMEKYHbl U aIMUHHCTpALUS
CalTOB BCETIa [IOMOT'YT;

5. Ilpolign oOyuenue Ha caifte "CeTeBUYOK" M MOJy4Yd HacnopT LU(POBOro
rpakanuHal



NHOOPMALIMOHHAA ITAMATKA
JJIAA OBYYAIOHIUXCA

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJIbLIE, a
IIKOJIbHUKM OJHM W3 CaMbIX AKTUBHBIX IMOJib3oBaTtened Pynera. Mexay Tewm,
MOMHMO OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa mamsTKa I0JDKHA TOMOYb Tebe 0e30ImacHO HaXOAUTHCS B CETH.
KoMmnbroTepHbie BUPYChI
KoMmnploTepHblid BHPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTpPaMM,
OTJIMYUTEIBHOU 0COOCHHOCTHIO KOTOPOU SIBISIETCSI CIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHne Kk 3TOMY, BUPYChl MOTYT HOBPEAUTDH WJIU MOJTHOCTHIO YHUUTOXKUTH
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TIOJIb30BATENI0, OT UMEHH KOTOPOTO ObLia
3amyllleHa 3apa)K€HHas MporpaMMa, a TakKe MOBPEIUTh WIH AK€ YHHUUTOXKHUTH
OIEPaIOHHYI0 CUCTEMY CO BceMM (haiiamu B 1eJoM. B OOJIBLIIMHCTBE CilydaeB
pacupoCTpaHsIOTCS BUPYChl UEPE3 UHTEPHET.
MeToabl 3alIIUTHI OT BPEOHOCHBIX IPOrPaMM:
1. HMcnonb3yli COBpEMEHHBIE OIEPAIMOHHBIE CHCTEMbl, HMMEIOIINE CEPbE3HbIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX IPOTPaMM;
2. IlocrosHHO ycraHaBnuBaih mautu (UM@pPOBBIE  3aIUIaTKHA, KOTOPbHIE
ABTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbIO JOPAOOTKM MPOrpamMMmbl) U ApPyIHe
OOHOBJICHHSI CBOEH omnepalMoHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmanpHOoro caiita paspaborunka OC. Ecnum cymectByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUSI, BKJIIOUH €T0;
3. Paboraii Ha cBoeM KOMIBIOTEpPE TMOJ MpaBaMy I[OJIb30BATENs, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEJIOHOCHBIX MPOTrPaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;
4. Hcnonb3yil  aHTUBHPYCHbIE  INPOTPAMMHBIE  MPOXYKTBI  H3BECTHBIX
MIPOU3BOIMTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;
5. Orpannub (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;
6. Ucnonb3yil BHEUIHUE HOCHUTENM MH(MOpMAIMKU, Takue Kak (Jelika, AUCK WIH
(baiin U3 MHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;
7. He oTkpbIBaii KOMIIbIOTEpHBbIC (haliIbl, TOJYYEHHBIE U3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpbIE MpUcan TBOM 3HAKOMBIH. Jlyunie yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.
Ceru WI-FI
Wi-Fi - 3To He BHA mepefadd JAaHHBIX, HC TCXHOJIOIHMs, a BCErO JIHIIb OPCHI,
mapka. Eme B 1991 rony Humepmanackass KOMIAHUS 3aperHCTpUpoOBaia OpeHII
"WECA", uro o6o3navyasio cnoBocouetanue "Wireless Fidelity", xoTopsiii
MEePEBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.
Jlo Hamero BpeMeHH Joluia Apyras a00peBHaTypa, KOTopas SIBISIETCS TaKOM ke
TeXHoJIorue. D10 abopeBuatypa "Wi-Fi"'. Takoe HazBaHMe OBLJIO JaHO C HAMEKOM
Ha CTaHAapT BbIclield 3BykoBoW TexHuku Hi-Fi, yto B mepeBoge o3Hauaer
"BBICOKAsi TOYHOCTB'".
Ja, OecnaTHbId HMHTEPHET-IOCTYN B Kade, OTeNsIX M a’pornopTax sBIsSeTCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOrme skcnepTbl CUMTAIOT,
yT0 obmeaoctynHbie Wi-Fi ceTu He sBIsitoTcst 0€30TacHbIMHU.



Cosemul no 6ezonacnocmu padomet 8 0ouweoocmynuvix cemsax Wi-fi:

1. He nepenaBaii cBOrO JIMUHYI0 HHGOpMaIHIO Yepe3 odmenocrymnubie Wi-Fi cern.
PaGoTas B HuUX, KellaTeTbHO HE BBOJUTH MApOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMEPA;

2. cnonb3yit 1 0OHOBIISI aHTUBUPYCHBIE MPOrpaMMBbI U OpaHamayep. Tem caMmbiM
THI 00€301acHuIIb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnonszoBanun Wi-Fi otkmoun gynkumio "OOmmit goctyn k dainam u
npuHTepam". JlanHas (yHKIMS 3aKpbiTa MO YMOJYAHHIO, OJHAKO HEKOTOpbIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe min yueoe;
4. He ucnonws3yit nyonuunsiii WI-F1 ams nepenayu JTUYHBIX JTaHHBIX, HAIIpUMEP
JUIS1 BBIXO/IA B COLIMAJIBHBIE CETH WM B DJIEKTPOHHYIO MTOYTY;

5. Ucnonb3yi Tosbko 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO "https://";

6. B moOuwmbHOM Tenedone otkimoun ¢yHkmuio "Tloakimrouenne k  Wi-Fi
aBToMaTuuecku'. He momyckail aBTOMAaTHYE€CKOTO MOJKIIOYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CouunaJjibHbIe CETH

CounalibHble CETH AKTUBHO BXOJAT B HAIlly *W3Hb, MHOTHE JIOJIU paOOTalOT U
JKUBYT TaM IOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MuLIAAp]] YEIOBEK,
qTO SIBJISICTCSI OJHOM CeAbMOM BCEX KUTEIICH IIaHeThl. MHOTHME MOJIL30BaTEeINn HE
MOHUMAIOT, YTO MHGpOpMAIMs, pa3MEIICHHas UMU B COIIMAJIBHBIX CETSIX, MOMKET
ObITh HalJeHAa W WMCIOJIb30BaHA K€M YIrOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HAMEPEHUSIMU.

OcHogéHble cogempl no 6e30naAcCHOCMU 6 COUUATIbHBIX CEMAX:

1. Orpannyb cnucok apy3eil. Y Te0s B Ipy3bsAX HE JOHKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammiiail cBO yacTHyO ku3Hb. He ykaswiBail maposu, TenedoHsl, ajapeca,
JIaTy TBOETO POXKICHUS U JPYTyI0 JUYHYI0 HHOOpManMio. 3I0yMBIILICHHUKA
MOTYT WCIOJIb30BaTh JaXe HH(POpPMAIMI0O O TOM, KaK Thl W TBOW POJUTEIU
MJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuinai CBOIO penyTalyio - JACPKH €€ B YHUCTOTE U 3ajaBail cebe BOIpOC:
XOTeJ OBl Thl, YTOOBI JPYrvMe TOJIL30BATEIM BUJEIHM, YTO Thl 3arpyaemib?
[Toxymaii, mpesxie 4eMm 4To-TO OMyOJIMKOBaTh, HAITMCATh U 3arPy3UTh;

4. Ecnu Tl TOBOpHUUIb C JIOJIBMH, KOTOPBIX HE 3HACIlb, HE HCIOJb3YH CBOE
peasibHOE MMS U JIPYTYI0 JTUYHYIO WH(MOpPMAIUU: UMsI, MECTO JKUTEIIbCTBA, MECTO
y4eObl ¥ TIpoyee;

5. U3Geraii pasmemenust ¢otorpaduit B MHTEpHETE, TAe Thl HM300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOJI0KEHUE;

6. Ilpu perucrtpanuu B COIHAIBHONW CETH HEOOXOIUMO HMCIOJB30BATh CIOKHBIC
MapoJI, COCTOSAIINE U3 OYKB U IUPP U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Jlng conuanbHOM CeTH, MOYTHI U JIPYTHX CAaUTOB HEOOXOJMMO HCIOJIH30BATh
pasHbeie maponu. Torga eciu TeOs B3JIOMAIOT, TO 3J0YMBIIUJICHHUKH TMOJy4aT
JIOCTYT TOJILKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHDbIE ICHbI' U



DONEeKTPOHHBIE JIEHbIM - 3TO OYEHb YAOOHBIM CHOCOO MuaTtexed, OJIHAKO
CYIIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3THU JICHBIH.

DNEeKTPOHHBIC JEHBIW TMOSBWJIKCH COBCEM HEIABHO W MMEHHO H3-3a ATOTO BO
MHOTHX F'OCyAapCTBax JI0 CHX MOP HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHU (QYHKITMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIE WX
pa3aensoT Ha HECKOJBKO BHUJIOB - AHOHMMHBIE U HE aHOHMMHBIE. Pa3Huia B ToMm,
YTO AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcss MPOBOAUTHL omepanuu 0e3
UJeHTU(UKAIIMY TT0JIb30BATEINs], @ B HEAHOHUMHBIX UJCHTU(UKAIIUS MT0Ib30BaATENS
SBIIIETCS 0053aTENLHOM.

Taxxke cremyer pasnMyaTh dSJIEKTPOHHBIE (UaTHBIE JAEHBIU (pPaBHBI
roCyJapCTBEHHBIM BaJIOTaM) M AJIEKTPOHHbIE He(pUATHBIE JEHbIU (HE pPaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

Ocnoenvle cosemul no 6e3onacHoii pabome ¢ 31eKMPOHHBIMU OCHb2AMU:

1. IlpuBsiku K c4eTy MOOWJIBHBIN TenepoH. DTO camblii yAOOHBIH U OBICTPHII
crioco0 BOCCTAHOBUTH JOCTYIl K cueTy. [IpuBsizaHHbIl TelePOH MOMOXKET, €CIU
3a0yelIb CBOM IIIATE)KHBIM MapoJib WM 3aijielllb Ha CaWT ¢ HEe3HAKOMOTO
YCTPOMCTBA;

2. MHcnonp3yii onaHopaszoBble mnaponu. Ilocine mnepexoma Ha  yCHICHHYHO
aBTOpu3aluio TeOe yke He OyJeT YrpokaTh OINACHOCTh KPaKH WIIM TepexBaTa
IJIATEKHOTO MapoJid;

3. Beibepu cnoxxHbiii napoib. [IpecTynHukam OyaeT He MPOCTO yrajaTh CIOKHbBIN
naposib. HajiesxHble mapoin - 3TO MapoJiv, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce€0d CTPOYHBIE W MPOMHUCHBIE OYKBBI, IMUMPHI U HECKOIBKO
CUMBOJIOB, TaKuM€ KaK 3HAK JoJiapa, (yHTa, BOCKJIMIATENBHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIEC JJAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSCIIIb.
JJIEKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTA - 3TO TEXHOJIOTUSI U MPEAOCTABIISIEMbIC €10 YCIYTH IO
MEePEChUIKE U MOJYYCHUIO AJIEKTPOHHBIX COOOIIEHHH, KOTOPBIE paclpeesitoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO HJIIEKTPOHHBIM TMOYTOBBIA SIIUK BBITJISIAT
CJICAYIOIIMM 00pa3oM: UMsI MOJIb30BaTENA(@WUMs_JIoMeHa. Takke KpoMme repeadu
MPOCTOr0 TEKCTa, UMEETCS BO3MOKHOCTh TIepeiaBaTh (hauJibl.

Ocnognvie cogemol no 6e30nacHoil padbome c 3J1eKMPOHHOU NOYMOIL:

1. Hago BeIOpaTh MpaBWIIbHBIN MOYTOBBIA CepBHC. B MHTEpHETE €CTh OrPOMHBIN
BBIOOp OECIUIATHBIX TOYTOBBIX CEPBHCOB, OJHAKO JIy4Ille OBEPSATh TEM, KOTO
3HACIIb U KTO MEPBBIN B PEUTHUHTE;

2. He ykaspiBaii B JMYHOW MOYTe JUYHyI0 HHpopmarmio. Hampumep, myurie
BBIOpAaTh "My3bIKaIbHBIN (hanat@" umu "pok2013" BmecTo "Temal3";

3. Wcnonb3yll ABYX3TAHYI aBTOPU3ALMIO. DTO KOI/Ja MOMUMO Mapojsi HYKHO
BBOJUTH KOJ, MPUChUIaeMbIid 0 SMS;

4. BoiOepu ClIOKHBIN 1Taposib. JJIsl KaKI0T0 TOYTOBOTO SIKMKA JOJDKEH OBITh CBOM
HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTh BO3MOXXHOCTh HAIMCaTh CAMOMY CBOM JIMYHBIM BOIPOC, UCIOJIB3YU
3Ty BO3MOXHOCTb;



6. Mcronb3yil HECKOIBKO MOYTOBBIX SINUKOB. [IepBhIil 1151 YaCTHOW MEPEMUCKHU C
ajgpecaTaMy, KOTOPBIM Thl JOBEpsCIib. OTO SJIEKTPOHHBIA aJpec HE HaJlo
WCITOJIB30BATh TIPH PETUCTpaliy Ha (hOpyMax U cailTax;
7. He oTkpbIiBail (aitibl U Apyrue BIOKEHUS B MHUCbMAax, JIa)Ke €CIU OHU MPUIILTA
OT TBOUWX Jipy3ei. Jlydine yTouHr y HUX, OTIIPABIISLIIN JIU OHU TeOe ATH (haiibl;
8. [locne okoH4YaHUs1 pabOTHI HA TOYTOBOM CEPBUCE TMEPE]] 3aKPHITUEM BKIIAJIKU C
caiiToM He 3a0yJp HaXaTh Ha "BeiidTn".
Kn0epOyajmHr uim BUPTyaJbHOE U31€BATEIbCTBO

KubepOymauHr -  mpeciieqoBaHME  COOONICHUSIMH,  COJIEp KaIllUMHU
OCKOpOJIeHuS, arpeccuio, 3aIlyTUBaHUE; XYJINTAHCTBO; COIIMAJIbHOE
OOMKOTUPOBAHUE C TTOMOUILIO PA3IMYHBIX HUHTEPHET-CEPBHUCOB.
OcHoBHBIE cOBeTHI 10 00pbHOe ¢ KHOEePOYJIITMHIOM:
1. He 6pocaiics B 6oii. Jlydmmii crmoco0: mMOCOBETOBAThCS Kak ce0sl BECTH M, €CIU
HET TOT0, K KOMY MOXKHO 00paTUThCA, TO BHaUalle yCIOKOUThCS. Eciiu Tl HauHel b
OTBEYaTh OCKOPOJICHUSMH Ha OCKOPOJIEHHMS, TO TOJBKO €Ile OOJIBbIIE Pa30XOKeIhb
KOH(JIUKT;
2. Ynpasnisii cBoel KubeppemyTaimei;
3. AHOHUMHOCTH B ceTH MHUMas. CyIlleCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOMUT 3a
AHOHUMHBIM aKKAyYHTOM;
4. He crouT BeCTHM XYJUTaHCKUWA 00pa3 BHUPTyaldbHOW >ku3HU. WHTEpHET
(buKcUpyeT BCe TBOM JIEUCTBHSI W COXpAHSIET UX. YJIUTh UX OyJeT KpaiiHe
3aTPYIHUTEIIBHO;
5. Cobnroait CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;
6. Urnopupy#t enuananblii HeraTuB. OHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHHS
Jydie urHopupoBath. OOBIUHO arpeccus MpeKpaaeTcs Ha Ha4aabHOUM CTalluu;
7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B
COIIMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKMPOBKH OTIPABKU COOOIIECHUM C
ONPEAECICHHBIX aJIPECOB;
8. Ecimu Thl cBugerenb kKuOepOyinuHra. TBOM JEHCTBUA: BBICTYNUTH NPOTHUB
npecieaoBaTess, MOoKa3aTh €My, YTO €ro JEWCTBUS OIEHUBAIOTCS HEraTUBHO,
MOJAJCPKATh KEPTBY, KOTOPOH HY)KHA TIICHUXOJIOTHYECKash MOMOIb, COOOUIUTH
B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B CETH.
MooOuiabHbIi TesedoH

CoBpeMeHHbIe CMapT(OHBI U TJIAHIIIETHI COJIEPKAT B ce0€ BIOJHE B3POCIBIN
GyHKIIMOHAT, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMIibroTepamu. OIHAKO, CPEACTB 3aAIIUTHI IJIs1 TIOJJOOHBIX YCTPONUCTB TIOKA OYEHB
Mano. TecTupoBaHME U TIOMCK YSI3BUMOCTEd B HHUX IMPOUCXOJIUT HE TaK
WHTEeHCHBHO, Kak 1 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX MPUITOKCHUT.
CoBpeMeHHbIE MOOWIBbHBIE Opay3epbl YK€ TPAKTUYECKH JOTHAIM HACTOJBHBIC
aHaJOTH, OJHAKO pacIlIMpeHHe (PYHKIMOHAJIAa BJIeYeT 3a COOOM OOJBIIYIO
CJIO’)KHOCTh U MEHBIITYIO 3aIUIIIEHHOCTb.
Jlaneko He Bce NPOU3BOJUTENM BBITYCKAIOT OOHOBJICHUSI, 3aKpbIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJIS CBOMX YCTPOMCTB.
Ocnoenvie cogemol 014 0€30NACHOCMU MOOUNLHO20 meneq)ona:



Huuero He siBisieTcst mo-HacrosiuieMy OecriaTHbIM. Byib ocToposkeH, Beab Koraa
TeOe mpeyTaraloT OCCIUIATHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
MJIATHBIE YCIIYTH;
Hywmaii, mpexxae dem ornpaButh SMS, ¢hoTo mimm Buaeo. Thl TOUHO 3HACHIb, TIIE
OHH OyIyT B KOHEYHOM HTOTE?
Heo6x01uMo 00HOBIATH ONIEPAIMOHHYIO0 CHCTEMY TBOCTO cMapT(oHa;
Vcrionp3yit aHTHBUPYCHBIE TIPOTPAMMBI JJII MOOMIIBHBIX TEJIe(POHOB;
He 3arpyxail npuinoXeHuss OT HEU3BECTHOIO HCTOYHUKA, BE€Ib OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 0OECIICUCHHE;
[Tocne Toro Kax Thl BBIMICI C CaliTa, I/I€ BBOAWII JIMUHYIO HHPOPMALIUIO, 3aiI1 B
HacTpoiiku Opay3epa u yaaiu cookies;
[leproguyeckn MpOBEpsA, KakKWe IUIATHBIE YCIYTM AKTUBUPOBAHbBI HAa TBOEM
HOMEpE;
JlaBaii cBOM HOMEp MOOMIBLHOTO TenedoHa TOILKO JIOISIM, KOTOPBIX ThI 3HACIIH U
KOMY JIOBEpSICIIIb;
Bluetooth nomkeH ObITH BBIKJIIOYEH, KOTJA Thl UM HE Mojb3yelibes. He 3a0biBait
HHOT/1a POBEPATH 3TO.
Online urpsi

CoBpeMeHHbIE  OHJIAWH-UTPHI - OATO  KpacouyHble, 3axXBaThIBAIOIINE
pa3BiicdyeHUsl, OOBEIUHSIIONIMNE COTHU THICSY YEJOBEK MO BceMy mupy. Urpoku
UCCJIENYIOT JaHHBIA UM MHp, OOIIAIOTCS JAPYT C JPYTOM, BBIMOJHSIOT 3aJaHUs,
CpakaloTCsl ¢ MOHCTPAMHM U IIOJYYarOT OMBIT. 3a YJAOBOJIbCTBUE OHM IUIATST:
MOKYMNAIOT JUCK, OTUIAYMBAIOT aDOHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIIHH.
Bce sTu cpenctBa MOyT HAa MOAJIEPKAHHUE U PA3BUTHUE UIPHI, & TAKKE HA cCaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBIMTYCKAIOTCS HOBBIC
natyu (Mu@poBbIe 3aMIaTKU JUIsl IPOTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B mogoOHbIX Urpax CTOUT OIacaThCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJIBKO
Kpa)kH TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIUU OOJIBIIIMHCTBA
urp.
OcHOBHBIE COBETHI M0 0€30MACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA:
1. Ecnu npyroif urpok BefeT ceOs MIOXO0 WM CO37aeT Te0e HENMPUSTHOCTH,
3a0JIOKUPYH €ro B CITUCKE UTPOKOB,;
2. Iloxanyiics aIMMHUCTPATOpaM WIPbl Ha ILIOXO€ NOBEAEHUE 3TOTO WIPOKA,
YKEJATEJIbHO MPUJIOKUTh KAKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;
3. He yxa3biBaii muuHyo nHGopMaIuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;
5. He ycranaBiauBaii HeopuImaabHbIe TTATYH U MOJIBI,
6. Mcnosib3yil CIOKHBIE U Pa3HbIE MAPOJIH;
7. Jlaxe BO BpeMsl UT'Pbl HE CTOUT OTKJII0YATh aHTUBHPYC. [1oka Tl urpaemus, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.



OUIIMHT WM KPaKa JUYHBIX JAHHbBIX
OOBIYHOM Kpakell JIeHer M JTOKyMEHTOB CETOJIHSI y>K€ HMKOTO HE YAHBHIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOIHI 3JI0YMBIIUICHHUKHN [IE€PEMECTUIIUCH B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMAThCS "' MMIOOUMBIM'" TeTTOM.
Tak mosiBUIach HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAs
Helb  KOTOPOIO  COCTOMT B  TOJYYEHWH  KOH(DHMIECHIMAIBHBIX  JTaHHBIX
MOJIb30BaTeNeH - IOTWMHOB U mapoieil. Ha anrmuiickom si3bike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).
Ocnoenvle cogemol no 60pvoe c pumunzom:
1. Cneau 3a cBOMM akkayHTOM. Eciii Thl moj03peBaclib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBATh €€ M COOOHIUTH AJMUHUCTPATOpam
pecypca 00 3TOM KaK MOYKHO CKOPEE;
2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCIE, UHTEPHET-Mara3uHoB W
MOMCKOBBIX CUCTEM;
3. Ucnonp3yi CI0XKHBIE U pa3HbIe mapoiu. Takum oOpa3oM, eciu TeOs B3IOMaloT,
TO 3JI0YMBIIUIEHHUKH MOJTYy4YaT JOCTYI TOJIBKO K OJHOMY TBOEMY HPO(DUITIO B CETH,
a He KO BCEM;
4. Eciu 1e0s B3IOMau, TO HEOOXOJUMO MPEAyNPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J100aBJIEHbI y T€OsI B APY3bsX, O TOM, 4TO T€Os B3JIOMaIU M, BO3MOXKHO,
OT TBOETO UMEHH OYyJIET PacChUIaThCA ClIaM U CChUIKU Ha (PUITMHTOBBIE CAThI;
5. YcranoBu HagexHbid napoib (PIN) Ha MOOWIBHBIN TenedoH;
6. OTKIII0YM COXpaHEHHUE MaposIs B Opay3epe;
7. He oTkpbIBaii (haiisl U APyTrHUe BIOKEHUS B MHUCbMaX, JaKe €CIM OHU MPUIILIH
OT TBOUWX Jipy3el. Jlydine yTouHu y HUX, OTIIPABIISLIIN JIU OHU TeOe 3TU (haJIbl.
Mudposasi penyrauus

[Mudposas pemyTarus - 3TO HETaTUBHAS WM MO3UTHBHAs HMH(OpMaIus B
cetu o Tebe. Kommpomerupyromas uHbopmalus, pa3MelleHHas B HHTEpHETE,
MOKET CEpPbhE3HbIM 00Pa30M OTPA3UThCA Ha TBOEW peanbHOM *ku3HU. "Lludposas
penyTtanus" - 3T0 TBOM UMUK, KOTOPBI (popmupyercs u3 undopmanuu o Tede B
UHTEpHETE.

TBoe MecTo KUTEIbCTBA, Yy4eObl, TBOE (PUHAHCOBOE MOJOXKEHHUE,
OCOOEHHOCTH XapakKTepa U paccKas3bl O OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJMKalMU JIMYHOU
uHpopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOciencTBuil. Thl naxe He
CMOJKEIIb JIOTaIaThCsl 0 TOM, 4TO (pororpadus, pa3zMelleHHas S5 JeT Ha3ald, craja
MPUYMHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienne TBoux ¢otorpaduii u Apyrue I1eUCTBHUS MOTYT
HE HWCYE3HYTh Ja)K€ IOCJE TOro, KaKk Thl MX YyJaluiib. Thl HE 3HAElIb, KTO
COXpaHWI »dTy WHWHPOPMAIMIO, TOMaja JU OHA B IIOMCKOBBIE CHCTEMBI U
COXpaHWIACh JIU OHA, a TJABHOE: YTO MOAYMAaIOT O TeOe OKPY’KaIoIIHEe JIOJIH,
KOTOpbIE€ HAWAYT W YBUAAT 3T0. HaliTu nH(OpMaLMio MHOTO JIET CITyCTS CMOXKET
100011 - Kak U3 100pbIX MOOYKACHU, TaK U C HAMEPEHUEM MPUUYUHUTD Bpell. ITO
MOXET OBITh KTO YTOIHO.



Ocnognwle cogemol no 3auwgume YuPpoeoii penymayuu:

1. ITogymaii, mpexjie 4emM 4To-To MyOJIMKOBAaTh U MiepeaaBaTh y ce0s B 0J10Te WIIH B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npoduiis yCTaHOBUA OTPaHUUYEHHUS] HA TPOCMOTP TBOETO MpOuIs
U €ro COJIEPKUMOTO, C/Ieall ero ToabKo "miist npy3eu";

3. He pa3memaii m He yka3wpiBail WHGOPMAIMIO, KOTOpas MOXET KOTO-JTHO0
OCKOPOJISITh WJIH OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE IIKOJBHUKM - AaKTHUBHBIE TMOJb30BaTeld  IU(GPOBOTO
npocTpancTBa. OIHAKO JajJ€KO HE BCE 3HAIOT, YTO IOJIb30BAHUE MHOTUMHU
BO3MOXHOCTSIMU  LIMppoBOoro  Mupa TpeOyeT  coONtoeHHs TpaB  Ha
MHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEIUIEKTyallbHass COOCTBEHHOCThH" OTHOCHUTCS K pa3IU4YHBIM
TBOPEHUSIM YEJIOBEUECKOTO yMa, HauyuHasi C HOBBIX H300pETEHHI W 3HAKOB,
0003HaYaroIMX COOCTBEHHOCTh HA MPOJIYKTHI M yCIYTH, U 3aKaHYMBAs KHUTaMH,
dboTtorpadusimMu, KUHOUITEMAMU U MY3bIKQJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha HMHTEIJIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKyCCTBa. ABTOPCKHE MpaBa BBHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO WHTEIIEKTYaJIbHBIA/TBOPUECKUN TPYyJ aBTOpa HE
OylleT HampacHbIM, J1aCcT €My CHpaBEUIMBBIE BO3MOXKHOCTH 3apadoTaTh Ha
pe3yabpTaTax CBOEro TpyJAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
pa3pelieHusi aBTOpa HE  MOXKET BOCIPOU3BOJHWTH €r0  MPOU3BEIICHHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IMPOJIaBaTh, HUMIIOPTUPOBATD,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJIHATH, MMOKA3bIBATH/UCIIONHATL B dUpe WU
pasMmewars B IHTepHeTe.

Hcnonp3oBanne '"mupaTckoro" MpPOrpaMMHOTO  OOECIEYEHUST  MOXKET
MPUBECTM K MHOTMM pHCKaM: OT NOTEPH JAaHHBIX K TBOMM aKKayHTam O
OJIOKMPOBKU TBOETO YCTPOICTBA, IJIE YCTAHOBJICHA HeJlerajbHas nporpamma. He
CTOUT TaKKe 3a0bIBaTh, UTO CYIIECTBYIOT JIETaJIbHbIC M OECIUIATHBIE MPOTrPaMMBI,
KOTOPbIE MOKHO HAWTH B CETH.

O nopraJue

CeteBUUOK.p( - TBOM TJIABHBIN COBETUYHK B CETH. 37€Ch Thl MOXKEIIh Y3HATh
0 0€30MacHOCTH B CETU MOHSTHBIM M JIOCTYITHBIM SI3BIKOM, a TIPU BO3ZHUKHOBEHUU
KPUTUYECKON CHUTyalluu OOPAaTHTHCS 3a COBETOM. A TakKe MPUHATH ydyacTue B
KOHKYpCaX U CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM !



